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Introduction 

Cyberattacks pose significant risks to the banking sector by disrupting operations, 

compromising sensitive data, and eroding customer trust. In Islamic banking, these risks 

are particularly critical because trust is closely associated with Islamic ethical and 

Shariah principles. The 2023 cyberattack on Bank Syariah Indonesia (BSI), which 

temporarily disrupted banking services, highlighted the importance of understanding 

whether Islamic banks can maintain financial resilience following major cybersecurity 

incidents. Although cyberattacks are widely recognized for causing operational 

disruptions and financial as well as non-financial losses, empirical evidence on their 

implications for the annual financial resilience of Islamic banks remains limited. Existing 

studies have primarily focused on cybersecurity, operational continuity, and risk 

management, while comparatively little attention has been given to post-incident 

financial performance. This study addresses that gap by evaluating BSI’s financial 

resilience before and after the cyberattack using the CAMEL framework.  

Cyberattacks are increasingly prevalent and sophisticated, posing systemic threats 

to financial institutions that serve as the backbone of national and global economies.  

Cybercrime poses significant risks to the banking sector through operational 

disruptions, data breaches, declining public trust, and increased recovery costs. In 

Islamic banking, these risks are particularly important because customer 

confidence and institutional integrity are closely linked to ethical and Shariah 

principles. Despite growing concerns over cyber resilience, empirical evidence on 

annual financial performance following major cyber incidents in Islamic banking 

remains limited, particularly from a CAMEL-based perspective. This study 

addresses this gap by assessing the annual financial resilience of Bank Syariah 

Indonesia (BSI), comparing the pre-incident fiscal year (2022) with the incident year 

(2023) using audited consolidated financial statements and a comparative case 

study approach. The analysis focuses on cumulative annual financial performance 

rather than short-term post-attack effects. The findings show that observed 

financial indicators did not deteriorate overall during the incident year: the capital 

adequacy ratio (CAR) increased from 20.29% to 21.04%, non-performing financing 

(NPF) decreased from 2.42% to 2.08%, and return on assets (ROA) increased from 

1.98% to 2.35%. The Financing-to-Deposit Ratio (FDR) also increased from 79.37% 

to 81.73%, while information technology investment increased by 263%, from IDR 

266 billion to IDR 968 billion. Overall, the findings indicate that annual financial 

soundness was maintained during the incident year, while the observed changes 

coincided with increased IT investment. These patterns should be interpreted as 

descriptive associations, as annual financial performance may also reflect broader 

economic conditions, institutional factors, and managerial decisions. 
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Financial institutions not only facilitate payments, savings, 

and credit creation but also underpin critical economic 

functions, making them prime targets for cybercriminals 

(Gulyas & Kiss, 2023). Large‑scale attacks can disrupt 

payment infrastructure, compromise sensitive data, and 

expand operational vulnerabilities as digitalization deepens 

the attack surface of banking systems. Such disruptions can 

have broader economic implications, including liquidity 

stress, reputational damage, and reduced confidence in 

financial systems. 

The economic impact of cybercrime is increasing 

significantly. Recent studies indicate that global losses 

resulting from cybercrime are estimated to reach USD 10.5 

trillion annually by 2025, highlighting the increasing economic 

consequences of cyber threats (Ramli et al., 2026). In 

Indonesia, this trend is equally concerning. Data from the 

National Cyber and Crypto Agency (BSSN) indicates that cyber 

incidents approached one billion cases in 2022, with malware 

accounting for the majority, followed by data leaks, Trojan 

attacks, and other forms of cyber threats. These figures 

highlight the urgent need for organizations to enhance 

cybersecurity awareness and strengthen their digital 

resilience. 

The growing dependence on digital systems has made 

critical infrastructure—such as banking, energy, 

transportation, and healthcare—more vulnerable to cyber 

threats. Disruptions in these sectors can have far-reaching 

consequences for economic stability and public services. This 

concern became particularly evident in May 2023 when Bank 

Syariah Indonesia (BSI) experienced a major ransomware 

attack that disrupted banking services and exposed potential 

vulnerabilities in digital banking operations. The incident 

raised important questions regarding the ability of Islamic 

banks to maintain financial resilience and recover from 

cybersecurity disruptions. This incident demonstrates how 

cyberattacks can severely affect institutional operations and 

emphasizes the importance of integrating cybersecurity into 

organizational risk management strategies. 

Within organizations, cyber assets include hardware, 

software, data, network infrastructure, user identities, and 

third-party systems. Damage to these assets not only results 

in direct financial losses, such as system recovery costs and 

infrastructure replacement, but also creates reputational 

risks. In the banking sector, where trust is a fundamental 

element, cyber incidents can significantly undermine 

customer confidence. Customers who perceive weaknesses 

in data protection may shift to other financial institutions, 

potentially affecting a bank’s financial performance and long-

term sustainability. 

This issue became particularly salient in the case of Bank 

Syariah Indonesia (BSI), which experienced a cyber incident 

on 8 May 2023 that disrupted its banking systems and 

services (Bank Syariah Indonesia, 2023). BSI subsequently 

reported that corrective and recovery measures had been 

implemented, including efforts to strengthen its cybersecurity 

infrastructure (Bank Syariah Indonesia, 2023). The Financial 

Services Authority of Indonesia (OJK) reported that BSI’s 

services were gradually returning to normal and that its 

supervisory and information technology examination teams 

were assessing the source of the disruption, with a forensic 

audit still underway (OJK, 2023). Separately, media reports 

indicated that the LockBit ransomware group had claimed 

responsibility for the incident and alleged that customer and 

employee data had been obtained; however, these claims 

were not independently verified (Reuters, 2023). Thus, the 

occurrence of the cyber incident, service disruption, and OJK 

examination are supported by official sources, whereas the 

attribution to LockBit and the alleged acquisition of customer 

and employee data should be treated as reported allegations 

rather than independently established facts. Beyond the 

immediate operational disruption, cyber incidents may expose 

banks to financial, behavioural, and reputational risks, 

including potential customer attrition and changes in deposit 

behaviour. Prior research has likewise suggested that 

cybersecurity incidents may influence customer behaviour and 

short-term financial performance. 

Existing studies on the 2023 cyberattack on Bank Syariah 

Indonesia (BSI) have primarily examined market and 

behavioural responses. For example, Fatikhatun Nisa & 

Cahyono (2024)  focused on stock performance, while Timur et 

al. (2024)  analysed customer churn, sentiment, and emotions 

following the incident. Although these studies provide valuable 

insights into external stakeholder reactions, they offer limited 

evidence regarding the bank’s underlying financial resilience. 

Moreover, previous research has rarely employed a 

comprehensive framework to assess overall bank soundness 

after a cyberattack. The CAMEL framework, which evaluates 

capital adequacy, asset quality, management efficiency, 

earnings, and liquidity, provides a more integrated assessment 

of financial resilience. This perspective is particularly relevant 

in Islamic banking, where financial stability is closely linked to 

trust, governance, and Shariah compliance. Therefore, this 

study contributes to the literature by examining the financial 

resilience of BSI before and after the 2023 cyberattack using 

the CAMEL framework. 

Empirical evidence on financial resilience following 

cyberattacks in Islamic banking remains limited despite the 

sector’s distinctive governance and risk-sharing characteristics 

(Timur et al., 2024; Anand et al., 2026). Moreover, while prior 

studies largely emphasize the costs and adverse 

consequences of cyberattacks (Antczak, 2020; Razavi et al., 

2023; Alsakini et al., 2024) less attention has been given to 

how management responses, cybersecurity investments, and 

recovery strategies may support financial resilience after such 

incidents.  

Therefore, this study aims to evaluate the financial 

performance of Bank Syariah Indonesia before and after the 

2023 cyberattack using the CAMEL framework. By comparing 

key financial indicators across the pre- and post-attack periods, 

this study seeks to provide a comprehensive assessment of the 

bank’s financial resilience. In doing so, this research 

contributes to the literature by offering empirical evidence on 

how Islamic banks respond to cyber risks and by highlighting 

the importance of effective management strategies and IT 

investment in maintaining financial stability in the digital era. 

Methods 

This study employs a comparative case study design based 

on secondary financial data. The analysis applies the CAMEL 

framework to compare key financial ratios between the pre-

incident fiscal year (2022) and the incident year (2023) in order 

to assess Bank Syariah Indonesia's financial resilience during 

the fiscal year in which the cyberattack occurred.   

 

Research Type 

This study employs a comparative case study design based 

on secondary financial data. Using the CAMEL framework, the 

study compares key financial ratios of Bank Syariah Indonesia 

during the pre-incident fiscal year (2022) and incident year 

(2023) to assess its financial resilience following the 

cyberattack. The case study approach enables an in-depth 

examination of a specific cybersecurity incident within its 

organizational and financial context. 

 

Population and Sample/Informants 

This study focuses on Bank Syariah Indonesia (BSI) as a 

purposively selected case. BSI was chosen because it is the 

largest Islamic bank in Indonesia and experienced a major 

cyberattack in May 2023, making it a relevant case for 
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Table 1. Data Sources and Financial Statement References for CAMEL Indicators 

CAMEL Indicator Source Document Page Note/Table 

CAR 
2022 Annual Report p.15 

Risk Profile / Capital Adequacy 
2023 Annual Report p.15 

NPF 
2022 Annual Report p.15 

Financing Quality 
2023 Annual Report p.15 

ROA 
2022 Annual Report p.15 

Statement of Profit or Loss 
2023 Annual Report p.15 

CIR 
2022 Annual Report p.15 

Financial Ratio Table 
2023 Annual Report p.15 

FDR 
2022 Annual Report p.15 

Liquidity Ratio 
2023 Annual Report p.15 

IT Investment 
2022 Annual Report p.226 

Information Technology / Capital Expenditure 
2023 Annual Report p.226-231 

Source: BSI’s Annual Report (2022, 2023) 

Table 2. The assessment of the CAMEL Indicators 

Indicator(s) Measurement(s) Score(s)* Value(s)* 

Capital 

 

𝐶𝐴𝑅 =
𝐶𝑎𝑝𝑖𝑡𝑎𝑙

𝑅𝑖𝑠𝑘 − 𝑊𝑒𝑖𝑔ℎ𝑡𝑒𝑑 𝐴𝑠𝑠𝑒𝑡𝑠
𝑥 100% 

> 8% Sound 

7.9 – 8 % Moderate 

6.5 – 7.9 % Less 

< 6.5% Unsound 

Asset quality 

 

𝑁𝑃𝐹

=  
𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑓𝑎𝑢𝑙𝑡 (𝐹𝑖𝑛𝑎𝑛𝑐𝑖𝑛𝑔)

𝑇𝑜𝑡𝑎𝑙 𝐹𝑖𝑛𝑎𝑛𝑐𝑖𝑛𝑔
 𝑥100% 

< 2% Sound 

2 – 5% Moderate 

5 – 8% Less 

8 – 12% Unsound 

>12% Fundamentally unsound 

Management 

 

𝑁𝑃𝑀 =  
𝑁𝑒𝑡 𝐼𝑛𝑐𝑜𝑚𝑒

𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑛𝑔 𝐼𝑛𝑐𝑜𝑚𝑒
 x100% 

≥ 100% Sound 

81– 100% Moderate 

66– 81% Less 

51– 66% Unsound 

< 51% Fundamentally unsound 

Earnings 

 

𝑅𝑂𝐴 =
𝑁𝑒𝑡 𝑖𝑛𝑐𝑜𝑚𝑒

 𝑇𝑜𝑡𝑎𝑙 𝐴𝑠𝑠𝑒𝑡
 x100% 

>1.22 % Sound 

0.99 – 1.21% Moderate 

0.77 – 0.98% Less 

< 0.76% Unsound 

 

𝐶𝐼𝑅 =
𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑛𝑔 𝐸𝑥𝑝𝑒𝑛𝑠𝑒𝑠

𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑛𝑔 𝐼𝑛𝑐𝑜𝑚𝑒
x100% 

< 93.52% Sound 

93.52 – 94.73% Moderate 

94.73 – 95.92% Less 

> 95.92% Unsound 

Liquidity 

 

𝐹𝐷𝑅 =
𝑇𝑜𝑡𝑎𝑙 𝐹𝑖𝑛𝑎𝑛𝑐𝑖𝑛𝑔

𝑇𝑜𝑡𝑎𝑙 𝐷𝑒𝑝𝑜𝑠𝑖𝑡𝑠
x100% 

< 94.75% Sound 

94.75 – 98.75% Moderate 

98.75 – 102.25% Less 

> 102.25% Unsound 

Source: Bank Indonesia, accessed in 2025 

 

Table 3. Data Matrix and Sources 

Variable Formula Indicator Data Source Period 

CAR 
Capital/Risk-Weighted Assets × 

100% 
Capital 

Audited Financial 

Statements 

2022, 2023 

NPF 
Non-Performing Financing/ Total 

Financing × 100% 
Asset Quality 

Audited Financial 

Statements 

2022, 2023 

NPM 
Net Profit / Operating Income × 

100% 
Management 

Audited Financial 

Statements/ Annual Report 

2022, 2023 

ROA Net Income/Total Assets × 100% Earnings 
Audited Financial 

Statements 

2022, 2023 

CIR 
Operating Expenses/ Operating 

Income × 100% 
Earnings Efficiency 

Audited Financial 

Statements 

2022, 2023 

FDR Financing/Total Deposits × 100% Liquidity 
Audited Financial 

Statements 

2022, 2023 

IT 

Investment 
Annual IT Expenditure 

Supporting 

Indicator 
Annual Report 

2022, 2023 
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examining financial resilience following a cybersecurity 

incident. In addition, the availability of audited financial 

statements and governance disclosures enables a systematic 

assessment of the bank’s financial condition before and after 

the incident. While the findings are specific to BSI, they 

provide insights that may be relevant to other Islamic banking 

institutions facing similar cybersecurity challenges. 

 

Research Location 

This study focuses on Bank Syariah Indonesia (BSI), the 

largest Islamic bank in Indonesia. The analysis is based on 

BSI's audited Consolidated Financial Statements and Annual 

Reports for the fiscal years ended 31 December 2022 and 31 

December 2023. These documents were obtained from the 

official websites of Bank Syariah Indonesia and the Indonesia 

Stock Exchange and were accessed on May 10, 2025. The 

analysis uses consolidated financial data reported by the 

Bank. The CAMEL ratios were calculated from figures 

presented in the audited financial statements, while 

supporting information, including information technology 

investment and corporate governance disclosures, was 

obtained from the corresponding Annual Reports. Table 1 

identifies the financial statement notes and annual report 

sections used to derive each CAMEL indicator. 

 

Instrumentation or Tools 

This study employs the CAMEL framework (Capital, Asset 

Quality, Management, Earnings, and Liquidity) as its principal 

analytical framework to assess the financial resilience of 

Bank Syariah Indonesia. The framework is widely used in 

banking performance evaluation and is consistent with Bank 

Indonesia Regulation No. 9/1/PBI/2007. The analysis 

includes six financial ratios: Capital Adequacy Ratio (CAR), 

Non-Performing Financing (NPF), Net Profit Margin (NPM), 

Return on Assets (ROA), Cost-to-Income Ratio (CIR), and 

Financing-to-Deposit Ratio (FDR). The Management 

component is proxied by NPM because direct assessment of 

managerial quality requires supervisory information that is not 

publicly available in publicly disclosed financial statements. 

Consistent with previous  

CAMEL-based studies on Indonesian banking, NPM is 

therefore used as an indirect indicator of management 

effectiveness in generating operating profit from banking 

activities (Kannapadang, 2023; Ayusningtyas et al., 2024). 

The interpretation of NPM follows the benchmark criteria 

provided in Bank Indonesia Circular Letter No. 

6/23/DPNP/2004, which have been widely adopted in 

CAMEL-based banking studies. In this study, these criteria are 

used as analytical benchmarks rather than as regulatory 

measures specifically prescribed for Islamic banking. 

A limitation of this approach is that annual CAMEL 

indicators may be influenced by factors beyond the 

cyberattack, including macroeconomic conditions, financing 

growth, post-merger adjustments, and broader banking 

industry trends. In addition, because the cyberattack occurred 

in May 2023, the 2023 annual report captures approximately 

seven months of post-incident performance and recovery. 

Nevertheless, annual CAMEL indicators remain useful for 

assessing cumulative financial resilience because cyber 

incidents may affect capital adequacy, asset quality, earnings, 

and liquidity throughout the fiscal year (Jin et al., 2023 ; 

Aderinto & Faforiji, 2025 ; Martins & Moutinho, 2025 ; Sulong 

et al., 2025). Therefore, the findings should be interpreted as 

an assessment of financial resilience following the incident 

rather than evidence of a direct causal effect of the 

cyberattack. 

 

Data Collection Procedures 

Data were collected from secondary sources, including 

the audited financial statements and annual reports of Bank 

Syariah Indonesia for 2022 (pre-attack period) and 2023 (post-

attack period), obtained from the official websites of Bank 

Syariah Indonesia and the Indonesia Stock Exchange. Financial 

data used to calculate the CAMEL ratios were extracted from 

these reports, while supplementary information regarding 

cybersecurity governance, crisis mitigation measures, and 

information technology investment was obtained from the 

narrative disclosures contained in the annual reports. 

 

Data Analysis 

This study employs a comparative analysis of financial 

indicators between 2022, representing the pre-incident period, 

and 2023, representing the incident year in which the 

cyberattack occurred in May. Accordingly, the analysis 

evaluates financial resilience during the period surrounding the 

incident rather than a purely post-attack condition. The CAMEL 

framework is implemented to evaluate financial conditions, as 

it encapsulates the aggregate impacts of operational 

disruptions, including cyberattacks, on fundamental financial 

metrics such as capital adequacy, asset quality, profitability, 

and liquidity. 

 

Ethical Approval  

This research employs readily available secondary data and 

does not engage human subjects. Consequently, official ethical 

approval is unnecessary. All data are utilised responsibly and 

cited accurately to uphold academic integrity. 

Results and Discussion  

Table 4 presents the financial profile of Bank Syariah 

Indonesia during the pre-incident period (2022) and the 

incident year (2023). In 2022, total assets amounted to IDR 

305,727,438 million, total equity was IDR 33,500,000 million, 

total financing reached IDR 67,452,903 million, and 

information technology investment totalled IDR 266 billion. In 

2023, total assets increased to IDR 353,624,124 million, total 

equity rose to IDR 38,740,000 million, total financing reached 

IDR 85,588,153 million, and information technology 

investment increased to IDR 968 billion. Compared with 2022, 

total assets increased by 15.6%, total equity by 15.6%, total 

financing by 26.9%, and information technology investment by 

263.0%. 

The following section presents the results of the financial 

soundness ratios calculated using the CAMEL method of Bank 

Syariah Indonesia using the CAMEL method before and after 

the cyberattack. 

Table 5 presents the CAMEL indicators of Bank Syariah 

Indonesia during the pre-incident period (2022) and the 

incident year (2023). In 2022, the bank recorded a Capital 

Adequacy Ratio (CAR) of 20.29%, Non-Performing Financing 

(NPF) of 2.42%, Net Profit Margin (NPM) of 22.0%, Return on 

Assets (ROA) of 1.98%, Cost-to-Income Ratio (CIR) of 75.88%, 

and Financing-to-Deposit Ratio (FDR) of 79.37%..  

In the incident year (2023), CAR increased to 21.04%, NPF 

decreased to 2.08%, NPM rose to 27.80%, ROA increased to 

2.35%, CIR declined to 71.27%, and FDR increased to 81.73%. 

Based on the adopted CAMEL classification criteria, CAR, 

ROA, CIR, and FDR remained within the sound category in both 

reporting periods, while NPF remained moderately sound. 

Although NPM improved by 5.80 percentage points, it remained 

below the benchmark for a sound classification and therefore 

continued to be categorized as Fundamentally Unsound under 

the adopted assessment framework. 

Compared with 2022, CAR increased by 0.75 percentage 

points, NPF declined by 0.34 percentage points, NPM 

increased by 5.80 percentage points, ROA rose by 0.37 

percentage points, CIR improved by 4.61 percentage points, 

and FDR increased by 2.36 percentage points Overall, the  
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Table 4. The fundamental financial data for Bank Syariah 

Indonesia 

Item 
Period 

2022 2023 

Total Asset (in 

Million Rupiah) * 

305,727,438 353,624,124 

Total Equity (in 

Million Rupiah) * 

33,500,000 38,740,000 

Total Financing 

(net) (in Million 

Rupiah) * 

67,452,903 85,588,153 

Information 

technology 

investment (in 

Million Rupiah) ** 

266,000 968,000 

Source: Secondary Data 

 

CAMEL indicators indicate that BSI's financial soundness 

did not deteriorate during the incident year, with 

improvements observed in most indicators relative to the pre-

incident fiscal year. To facilitate comparison across indicators, 

Figure 1 below provides a visual summary of the CAMEL 

results for 2022 and 2023. While most indicators improved 

during the incident year, the figure also highlights the 

comparatively weaker performance of the Management 

component (NPM), which remained below the benchmark 

adopted for a sound classification. 

The figure illustrates changes in the six CAMEL indicators 

between 2022 and 2023. Improvements were observed in 

CAR, NPM, ROA, and FDR, while NPF and CIR declined, 

indicating improvements in asset quality and operational 

efficiency. The figure is intended to complement the tabular 

presentation in Table 4 and facilitate comparison across 

indicators. 

As shown in Table 6, Bank Syariah Indonesia obtained an 

identical bank soundness score of 83 in both 2022 and 2023. 

Based on the Bank Indonesia classification criteria, a score 

between 81 and 100 indicates a highly sound bank. Therefore, 

the overall soundness classification remained unchanged 

during the study period. 

Although the aggregate soundness score remained stable, 

several individual CAMEL indicators showed improvement. 

CAR, ROA, CIR, and FDR remained within the sound category, 

while NPF remained in the moderately sound category. NPM 

improved from 22.00% to 27.80%; however, it continued to be 

classified as Fundamentally Unsound because it remained 

below the minimum threshold specified in the adopted CAMEL 

assessment framework. 

Given that the analysis is based on two annual 

observations, the findings should be interpreted as a 

descriptive comparison rather than a formal statistical test of 

differences. Overall, the results indicate that the bank 

maintained a highly sound classification during the incident 

year, while exhibiting improvements in several financial 

performance indicators. 

This section discusses the findings in relation to previous 

studies on banking performance and cybersecurity incidents. 

Particular attention is given to the interpretation of financial 

resilience following the 2023 cyberattack, while also 

considering alternative explanations for the observed changes 

in financial indicators, including business growth,

Table 5. CAMEL pre-incident and incident year 

Indicator(s) Measurement(s) 
Period CAMEL* 

2022 2023 Diff. 2022 2023 

Capital  CAR 20.29 21.04 +0.75 Sound Sound 

Asset quality NPF 2.42 2.08 –0.34 Moderate Moderate 

Management NPM 22.00 27.80 +5.80 Fundamentally unsound Fundamentally unsound 

Earnings ROA 1.98 2.35 +0.37 Sound Sound 

CIR 75.88 71.27 –4.61 Sound Sound 

Liquidity FDR 79.37 81.73 +2.36 Sound Sound 

*See Table 1, Source: Secondary Data 

 

Figure 1. Comparison of CAMEL Indicators Before and After the Cyberattack (2022 vs 2023) 

Source: Data analysed. 

CAR = Capital Adequacy Ratio, NPF = Non-Performing Financing, NPM= Net Profit Margin,  

ROA= Return on Assets, CIR = Cost-to-Income Ratio, FDR = Financing to Deposit Ratio 
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managerial policies, and broader economic conditions. The 

section further outlines the study’s limitations and directions 

for future research. 

 

Interpretation of Key Findings 

The findings indicate that Bank Syariah Indonesia (BSI) 

maintained overall financial soundness during the incident 

year, with improvements observed in several CAMEL 

indicators, including capital adequacy (CAR), asset quality 

(NPF), profitability (ROA), and operational efficiency (CIR). The 

study also documents a substantial increase in information 

technology (IT) expenditure of approximately 263% during the 

same period. Although the annual report describes continued 

investment in digital infrastructure and technology 

development, the available annual financial data do not allow 

the observed financial performance or IT expenditure to be 

attributed directly to the cyber incident or subsequent 

recovery efforts. Instead, these findings provide descriptive 

evidence of financial resilience during the fiscal year in which 

the cyberattack occurred, while acknowledging that broader 

economic conditions, managerial decisions, and other 

organizational factors may also have influenced the observed 

outcomes. From the perspective of cyber-resilience theory 

Araujo et al. (2024), the observed financial stability is 

consistent with the characteristics of resilient organizations 

that are able to absorb and adapt to cyber-related disruptions. 

However, this interpretation should be regarded as theoretical 

rather than causal because the present study does not isolate 

the effects of cybersecurity governance, IT investment, or 

other organizational responses. Accordingly, the findings 

suggest that the CAMEL framework provides a useful 

descriptive perspective for assessing annual financial 

resilience following a major cyber incident, although further 

research using higher-frequency or multi-case data is needed 

to examine causal relationships. 

The findings suggest that, in the case of Bank Syariah 

Indonesia, the cyber incident was not accompanied by a 

deterioration in overall financial soundness during the incident 

year. However, this observation should be interpreted within 

the specific institutional and economic context of BSI and 

should not be generalized to other banking institutions. The 

study also documents a substantial increase in information 

technology investment during the same period. Although the 

annual report describes continued investment in digital 

infrastructure and cybersecurity, the available evidence does 

not establish whether these investments contributed directly to 

the observed financial resilience. Instead, the findings indicate 

that the maintenance of financial soundness coincided with 

continued technology investment during the incident year. 

From the perspective of cyber-resilience theory, this pattern is 

consistent with the proposition that organizational resilience 

involves technological, financial, and managerial 

preparedness. Nevertheless, the present study provides 

descriptive rather than causal evidence, and further research 

incorporating governance disclosures, incident-response 

information, or higher-frequency financial data is needed to 

examine these relationships more directly. 

 

Table 6. Bank soundness score 

Period Measurement(s) Value (s) Category (A) Weight % (B) Score (A/B)*100 

2022 

CAR 20.29 Sound 5  

(25/30) *100 NPF 2.42 Moderate 4 

NPM 22.00 Fundamentally unsound 1 

ROA 1.98 Sound 5 

CIR 75.88 Sound 5 

FDR 79.37 Sound 5 

Total Soundness Score 25 83 

2023 

CAR 21.04 Sound 5 (25/30) *100 

NPF 2.08 Moderate 4 

NPM 27.80 Fundamentally unsound 1 

ROA 2.35 Sound 5 

CIR 71.27 Sound 5 

FDR 81.73 Sound 5 

Total Soundness Score 25 83 

Source: Secondary Data (analysed) 

Table 7. Key Findings from Reviewed Literature 

No Author(s) Year Study Focus Key Findings Moderating Factors 
Geographic 

Context 

1 
Masood et 

al. 
 2016 

CAMELS model & 

Islamic bank 

performance 

The study found that Islamic banks 

based on financial ratios, providing 

a reliable framework for assessing 

bank soundness and supporting 

strategic decision-making 

Financial structure, 

governance, market 

development 

Pakistan 

2 
Mintrom & 

Thomas   
2018 

Decision-making 

theory & ERM 

Effective decision-making requires 

rapid response and integration with 

risk management systems 

Managerial 

capability 
Global 

3 

Muhammad 

& 

Triharyono 

 2019 

Bank 

performance 

before–during–

after crisis 

Islamic banks show variations in 

financial performance across pre-

crisis, crisis, and post-crisis periods, 

indicating that external shocks 

influence financial stability but can 

be managed over time 

Crisis intensity, bank 

resilience, 

macroeconomic 

conditions 

Indonesia 

4 
Haapamäki 

& Sihvonen 
 2019 

Cybersecurity 

framework 

Cybersecurity involves investment, 

internal control, audit, and 

Governance 

structure, audit 

effectiveness 

Europe 
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No Author(s) Year Study Focus Key Findings Moderating Factors 
Geographic 

Context 

disclosure as integrated 

components 

5 Antczak  2020 
Cybersecurity 

cost accounting 

Cybersecurity expenses are 

strategic and include prevention 

and post-attack mitigation costs 

Cost allocation 

strategy, 

management 

decisions 

Europe 

6 Razavi et al.  2023 
Cybersecurity as 

intangible asset 

Cybersecurity is a strategic 

intangible asset, especially in trust-

based sectors like banking 

Industry type 

(financial services) 
Global 

7 
Erkan-

Barlow et al. 
 2023 

Cyberattacks & 

bank 

performance 

Cyberattacks negatively impact 

bank profitability, deposits, and 

lending 

Bank size, 

ownership structure 
USA 

8 Jooda et al.  2023 

Cyber resilience 

and threat 

mitigation in 

financial 

institutions 

CAMEL indicators reflect financial 

stability of banks 

Regulatory 

environment 
Global 

9 Jin et al.  2023 
Cyber risk & 

bank behaviour 

Cyberattacks increase loan loss 

provisions and reduce earnings 

management 

Internal control 

strength 
Global 

10 
Abdilah & 

Fitriyah 
 2024 

Bank health 

(CAMEL & RGEC) 

CAMEL effectively measures 

financial health and reflects 

fluctuations in performance 

ROA, efficiency 

ratios 
Indonesia 

11 
Alsakini et 

al. 
 2024 

Cybersecurity & 

financial 

reporting 

Cybersecurity breaches significantly 

affect financial reporting quality 

across financial statements 

Type of cyberattack, 

response speed 
Jordan 

12 Araujo et al.  2024 
Cyber-resilience 

theory 

Organizations that can anticipate, 

absorb, recover, and adapt to cyber 

threats are able to maintain 

operational continuity and financial 

stability 

IT capability, 

governance, 

adaptive capacity 

Global 

13 
Al Hammadi 

et al. 
2024 

Fintech adoption 

and risk 

management in 

Islamic banking 

Fintech adoption and IT capabilities 

improve risk management 

effectiveness, while digital 

transformation alone has no 

significant impact. 

Regulatory 

environment and IT 

security 

United Arab 

Emirates 

(UAE) 

14 
Aderinto & 

Faforiji 
 2025 

Cybersecurity & 

profitability 

Cyberattacks reduce EPS and 

overall profitability 

Financial resilience 

capacity 
Global 

15 Sulong et al.  2025 
Cyber risk & risk-

taking 

Cyber risk increases bank risk-

taking behaviour and affects 

financial strategy 

Competition, IT 

investment, deposit 

volatility 

Global 

16 
Martins & 

Moutinho 
 2025 

Cyberattacks & 

market impact 

Short-term cyber incidents can 

influence firm valuation, 

stakeholder expectations, and 

managerial decisions, with effects 

reflected in annual financial 

performance 

Market sensitivity, 

response strategy 

Global 

 

17 
Mollik & 

Majeed 
 2025 

Cybersecurity 

challenges in 

digital Islamic 

banking 

Islamic banks face cyber threats 

such as fraud, ransomware, and 

data breaches, requiring stronger 

cybersecurity governance and 

Shariah-based risk management. 

Regulatory support 

and cybersecurity 

frameworks 

Bangladesh 

18 Putri  2025 

Cybersecurity, 

digital regulation, 

and Shariah 

compliance in 

Islamic digital 

economy 

Cybersecurity and Shariah 

compliance must be integrated to 

maintain public trust and digital 

financial integrity. 

Digital regulation 

and Shariah 

governance 

Indonesia 
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No Author(s) Year Study Focus Key Findings Moderating Factors 
Geographic 

Context 

19 Alifah et al.  2025 

Cybersecurity 

and operational 

risk in Islamic 

banking 

Cyber risks may lead to operational 

failures and Shariah non-

compliance, affecting customer 

trust and financial stability. 

Governance systems 

and cybersecurity 

frameworks 

Indonesia 

 

20 
Ridzwan et 

al. 
 2026 

Role of Islamic 

finance in 

economic 

resilience 

Islamic finance promotes economic 

stability through risk-sharing, 

ethical finance, zakat, waqf, sukuk, 

and FinTech integration during 

economic crises. 

Regulatory support, 

institutional 

development, and 

financial technology 

Malaysia 

21 Wati et al.  2026 

Cyberattack risk 

mitigation in 

Islamic banks 

during digital 

transformation 

The rapid digital transformation of 

Islamic banks increases exposure 

to phishing, ransomware, DDoS, 

and data breaches, requiring 

integrated cybersecurity mitigation 

aligned with ethical of sharia 

principles. 

Cybersecurity 

governance, digital 

literacy, and AI-

based security 

systems 

Indonesia 

22 Nipa et al.    2026 

Islamic FinTech 

for disaster risk 

financing and 

economic 

resilience 

Islamic FinTech improves financial 

inclusion, transparency, and 

disaster recovery through 

blockchain, mobile platforms, and 

Islamic social finance instruments. 

Regulatory barriers, 

digital literacy, and 

technological 

infrastructure 

Southeast 

Asia, 

Middle 

East, and 

Africa 

23 
Fuszder et 

al. 
  2026 

Cybersecurity 

risk and bank 

competition 

Cybersecurity risk significantly 

influences bank competition, 

affecting banking stability, 

operational performance, and 

competitive behaviour within 

financial institutions. 

Cybersecurity 

exposure and 

banking market 

structure 

United 

States 

24 Rohim et al.  2026 

Role of Islamic 

fintech in 

reducing 

economic 

vulnerability 

Islamic fintech improves financial 

inclusion, expands halal financing 

access, and strengthens household 

economic resilience among 

vulnerable Muslim communities 

through digital financial services. 

Digital literacy, 

effective regulation, 

and institutional 

collaboration 

Indonesia 

Comparison with Previous Studies 

The findings are broadly consistent with, and extend, 

previous research. While Masood et al. (2016) did not 

examine cybersecurity incidents, their study demonstrated 

that the CAMELS framework is a reliable tool for evaluating 

Islamic bank performance. This supports the methodological 

use of CAMELS in the present study, although the findings 

regarding financial resilience following a cyberattack are 

specific to the BSI case. This study also confirms the findings 

of Haapamäki & Sihvonen (2019) and Antczak (2020)  that 

cybersecurity must be seen as a fundamental element of 

governance and corporate strategy. The substantial increase 

in IT investment at BSI coincided with the maintenance of 

annual financial soundness during the incident year, 

providing a relevant contextual observation for interpreting 

the bank’s financial resilience without implying a causal effect 

of cybersecurity spending. These findings are further 

supported by Al Hammadi et al. (2024), who found that 

fintech adoption and technological capabilities positively 

improve risk management effectiveness in Islamic banks, 

emphasizing the importance of cybersecurity readiness and IT 

capability in maintaining institutional resilience. Similarly, 

Putri (2025) argued that cybersecurity should be integrated 

with Shariah governance because digital security is not only a 

technical issue but also part of Islamic ethical responsibility 

and trust preservation. Wati et al. (2026) also emphasized 

that cyber risk mitigation in Islamic banks requires integrated 

strategies that uphold Islamic ethical values, including 

maintaining trust, protecting customer assets, and ensuring 

public benefit and financial security. In addition, Alifah et al. 

(2025) explained that cyberattacks and operational risks in 

Islamic banking may disrupt Shariah compliance and 

customer trust, highlighting the importance of adaptive 

governance and integrated cybersecurity frameworks in 

maintaining institutional stability. Furthermore, Jooda et al. 

(2023) emphasized that financial institutions increasingly face 

sophisticated cyber threats such as ransomware, social 

engineering, and advanced persistent attacks, making cyber 

resilience and strategic risk management essential for long-

term operational sustainability. 

Moreover, Muhammad & Triharyono (2019) showed that 

Islamic banks experience fluctuations in performance across 

pre-, during-, and post-crisis periods, suggesting that financial 

shocks—such as cyberattacks—can be absorbed and managed 

over time depending on institutional resilience. This argument 

is consistent with Mollik & Majeed (2025), who highlighted that 

digital Islamic banking increasingly faces threats such as 

phishing, ransomware, and data breaches, thereby requiring 

stronger cybersecurity governance and institutional 

preparedness. In line with this, Ridzwan et al. (2026) explained 

that Islamic finance institutions with stronger governance 

structures, ethical financial practices, and technological 

adaptation tend to demonstrate greater economic resilience 

during periods of uncertainty and crisis. Ramadhanty et al. 

(2022) similarly found that Islamic finance in Indonesia 

remained resilient during the COVID-19 pandemic due to its 

flexible structure, diverse Islamic contract models, and 

government support, while adaptability and technological 

readiness strengthened long-term sustainability. Furthermore, 

Nipa et al., (2026)  found that technology integration, including 

blockchain and digital financial systems, enhances 

transparency, operational efficiency, and institutional 

resilience, supporting the argument that strategic technological 

investment may strengthen organizational recovery capacity 

after operational disruptions. Fuszder et al. (2026) also 

emphasized that cybersecurity risk significantly influences 

banking competition, operational stability, and institutional 

performance, indicating that cybersecurity capability has 
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become a strategic determinant of long-term competitiveness 

in the banking sector. 

Nonetheless, the findings differ from those reported by 

Erkan-Barlow et al. (2023) and Aderinto & Faforiji (2025), who 

found that cyberattacks were associated with declines in 

profitability, liquidity, and overall financial performance. 

Several factors may explain this difference. First, the previous 

studies examined different banking environments and 

institutional contexts, whereas the present study focuses on 

a single Islamic bank in Indonesia. Second, those studies 

primarily assessed the direct financial consequences of cyber 

incidents using broader banking samples, while this study 

evaluates financial resilience through the CAMEL framework 

during the incident year. Third, BSI experienced continued 

growth in assets, financing, and equity during the study 

period, which may have mitigated the financial impact of the 

cyberattack. Therefore, the contrasting findings should be 

interpreted in light of differences in context, methodology, and 

measurement rather than as contradictory evidence. The 

observed IT investment and financial improvements 

coincided with the incident year but cannot be directly 

attributed to the cyberattack. These differences may be 

attributable to several factors, such as institutional 

preparedness, response speed, governance effectiveness, 

and investment capability. Moreover, whereas Alsakini et al. 

(2024) underscored the detrimental influence of 

cybersecurity breaches on the quality of financial reporting, 

the findings may suggest that effective mitigation measures 

could help reduce these consequences mitigation techniques 

might alleviate these negative consequences. This 

perspective is also strengthened by Wati et al. (2026), who 

argued that layered cybersecurity systems, AI-based anomaly 

detection, and digital governance can significantly reduce 

operational risks and maintain public trust in Islamic banking 

institutions. 

The findings validate recent studies Jin et al. (2023); 

Sulong et al. (2025), indicating that cyber risk affects 

management decision-making and risk-taking behaviour. This 

study demonstrates that heightened IT investment and 

enhanced efficiency suggest that the cyberattack elicited 

adaptive reactions, which were later shown in annual financial 

performance as measured by the CAMEL framework. These 

findings also align with Putri (2025) and Rohim et al. (2026), 

who emphasized that digital transformation and Islamic 

fintech development require adaptive governance, effective 

regulation, digital literacy, and strong cybersecurity systems 

to maintain institutional sustainability, financial inclusion, and 

customer trust in the digital Islamic financial ecosystem. 

 

Limitations and Cautions 

This study, while providing valuable insights, has several 

limitations. First, the use of a single case study limits the 

transferability of the findings to other banking institutions or 

geographical contexts, as banks may differ in their 

governance structures, financial capacity, risk management 

practices, and exposure to cybersecurity threats. Second, the 

analysis relies on annual financial data and CAMEL indicators, 

which provide a cumulative assessment of financial 

performance but may not capture short-term operational 

disruptions, customer reactions, or immediate market 

responses following a cyberattack. In addition, annual CAMEL 

ratios cannot fully isolate the effects of the cyberattack from 

other factors, such as business growth, macroeconomic 

conditions, industry trends, or management policies during 

the same period. Third, this study relies primarily on 

secondary data and does not include direct measures of 

cyberattack-related losses, customer trust, service disruption 

duration, deposit withdrawal behaviour, or internal decision-

making processes. Consequently, the findings should be 

interpreted as an assessment of financial resilience during 

the incident year rather than a comprehensive evaluation of all 

organizational consequences of the cyberattack. 

Recommendations for Future Research 

Future research should extend this analysis by comparing 

multiple Islamic and conventional banks to improve the 

generalizability of the findings. The use of high ̶ frequency 

financial data, such as monthly or quarterly indicators, would 

enable a more precise assessment of financial performance 

during and immediately after cyber incidents. In addition, future 

studies should examine customer trust, deposit behaviour, and 

cyber-related costs to provide a more comprehensive 

understanding of the financial and behavioural consequences 

of cyberattacks. Combining these measures with governance 

disclosures or qualitative evidence, such as management 

interviews, could further clarify the organizational responses 

associated with financial resilience following cyber incidents. 

Conclusion 

This study assessed the financial resilience of BSI during the 

2023 cyberattack incident year using the CAMEL framework. The 

findings show that BSI maintained a highly sound classification, 

with improvements observed in several financial indicators, 

including capital adequacy, asset quality, profitability, and 

operational efficiency. However, the overall bank soundness 

score remained unchanged, and the Management component 

(NPM) continued to be classified as Fundamentally Unsound 

under the adopted CAMEL criteria. 

As a single-case study based on annual financial data, the 

findings should be interpreted as a descriptive assessment of 

financial resilience rather than evidence of the direct impact of 

the cyberattack. The results suggest that the BSI case was 

accompanied by stable financial performance during the incident 

year, although other factors such as business growth, 

management policies, and broader economic conditions may 

also have influenced the observed outcomes. 

Practically, the findings highlight the importance of 

maintaining strong capital, liquidity, governance, and technology 

capabilities to support organizational resilience in the face of 

cybersecurity disruptions. For Islamic banks and regulators, 

strengthening cybersecurity governance and continuous 

monitoring of operational and financial resilience remain 

essential. Future research should examine multiple banking 

institutions and use higher-frequency data to better understand 

the relationship between cybersecurity incidents and financial 

performance. 
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