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ABSTRACT: The three objectives of this study were to
determine: 1) the effects of internet banking on cybercrime in
Denpasar City; 2) the effects of consumer protection for
users of internet banking facilities on cybercrime in Denpasar;
and 3) the effects of both the use of internet banking and
consumer protection for users of internet banking facilities
on cybercrime in Denpasar. This is a quantifiable research
with population comprising the residents of Denpasar . The
information was collected through a survey with 150
respondents using an unintentional selection technique. To
evaluate the data collection, the traditional premise test, the
multiple linear regression analysis, the coefficient of
determination test (R?), and the hypothesis test (F-test and t-
test) were all implemented. The outcome demonstrates: 1)
The use of internet banking positively impacts cybercrime in
Denpasar. 2) Consumer protection for users of internet
banking facilities positively impacts cybercrime in Denpasar.
3) The use of internet banking positively impacts both
consumer protection for users of internet banking facilities
and cybercrime in Denpasar.
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INTRODUCTION

In this globalization era, business competition among organizations is getting tougher . Companies

must create high-quality products in order to compete. Various new business opportunities,

including the increased internet-based business operations have been developed by utilizing

sophisticated technological advances. The creation of the necessary goods and services is greatly

influenced by the technological advances in all aspects of human life. The internet is one of the

most modern innovations ever invented. In Banking sector, for instance, the implementation of

technological advances has greatly contributed to the improved qualities and services, one of which

is the use of internet. Digital-based accounting information systems will undoubtedly be affected
by the growth and increasing use of the internet (Fletcher & Griffiths, 2020; Iivari et al., 2020;
Klein & Todesco, 2021; Sun & Guo, 2022). The improvement of the performance of banking
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itself is achieved in the banking industry through the creation of digitally-based financial
information systems. Internet banking, which is commonly used for both internal and external
financial requirements, was made possible by the technological integration of accounting
information systems. The availability of online banking services has improved relationships among
not only the existing banks, but also among clients and customers. Nevertheless, the easy access
of online banking can lead to a number of risks, one of which is cybercrime. It is detected that
cybercrime is impacted by the massive use of online commerce and transactions. The more
consumers using online financial services, the more likely the cybercrime occurs (Alshurideh,
2022). Hence, banks should ensure the security for clients who use online banking services for

various transactions.

Today's technology utilizes a lot of internet usage. The banking industry has adapted to the
emergence of internet technologies. One of the latest developments in bank services, internet
banking, has shifted the banking industry's business strategy from human-based technology to
information-based technology. Currently, it is impossible to sepatate technology from people's life,
particulatly while pandemic was intensifying. In fact, the early 2022 pandemic has triggered the
increasing use of internet for both personal and professional lives. As pandemic is waning

technology serves as a basic requirement (Jashinsky et al., 2021; Partelow et al., 2023; Pekkola et

al., 2021; Venkatesh, 2020). Before the pandemic and the rise of technology, most financial

transactions were carried out conventionally. Overtime, spurred on by a pandemic, an increasing
number of banking institutions are implementing and improving their services by creating new
innovation: internet banking services. Internet banking is a strategy in Banking businesses to meet
the demands of the modern society for the practical yet useful services. Technology is indeed a
vital necessity in pandemic situations (Nacem & Ozuem, 2021). When a number of financial

transactions were still carried out manually, technology then took over the business activities and
became intensified during and after the epidemic. It is a common practice in banking institutions
to adopt and improve their services by providing new innovations, such as internet banking
services. Therefore, the availability of Internet banking is considered crucial in response to the
demands of modern society for practical and useful services, and becomes one of the banking
strategies in order to compete (Hassan & Farmanesh, 2022; Pai et al., 2022).

The banking business centers offer clients the online banking services with legal guarantees in two
different ways, both implicitly and explicitly (Rodrigues et al., 2022). The Bank of Indonesia with

its regulation No. 9/15/PBI 2007 emphasized the instructions for institutions on how to secure
their information system technology. The laws issuance is to safeguard customers from cybercrime
when using online banking services, as the activity has an impact on cybercrime (Hasbullah, 2022).

Cybercrime is triggered by easy access to online banking and a weak security system for customers
. Trojan horses and man-in-the-middle attacks are two types of threats to people who use and
provide internet banking, and this is caused by poor security service. Attackers perform man-in-
the-middle assaults by building a website and convincing users to join. Trojan horses are fake
programs used for malicious reasons and inserted into frequently used programs. Since they are
hidden, Trojan horses differ from other harmful viruses (Ngo et al., 2020). To prevent this from

recurring, it is suggested that the Bank of Indonesia carry out evaluation system regarding the
banks transactions within a specific time frame in the form of bank supervision (Irawati et al.,
2019; Khan et al., 2015; Okafor et al., 2020; Pantea et al., 2014). Currently, the online banking
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system in Denpasar has experienced a hacking threat. As reported by the Financial Services
Authority (OJK), 300 customers suffered losses with a total of IDR 130 billion in 2017. In
addition, more than 100 clients of three prominent Indonesian banks whose accounts
compromised had filed grievances to OJK in 2018. The total losses amounted to IDR 2 billion.
It is detected that a virus is inserted by a hacker for the purpose of stealing the money. Every time
an online financial service is accessed, the virus is activated. In response to the ongoing matters,
OJK requested that banks improve the IT security.

Compared to other routes, Internet banking offers a cost-effective alternative, which is the lowest
in percentage, as the operating costs can be reduced up to 79 percent. The availability of online
banking services has made a variety of conveniences possible, including the flexibility and
simplicity with which transactions may now be conducted between banks and their clients, banks
and its businesses, banks to other banks, and clients to clients (Giti et al., 2017; Usman et al., 2020).

Customers will find it simpler to execute financial operations without direct visit to the bank. The
ease to the different internet banking features access is granted. Internet banking, supported by a
robust cyber security system, offers rapid, convenient, and safe access to banking operations with
computer networks, in addition to the numerous services previously mentioned. This helps
guarantee the privacy and security of clients’ data and financial transactions. Additionally, the
availability of online banking allows banks to offer better services by speeding up service,
broadening the scope of services, and reaching more people with various financial activities (Javaid
et al., 2022). Bench Council Transactions on Benchmarks, Standards and Evaluations are the

hazards associated with utilizing internet banking, despite the ease it offers clients. Numerous legal
infractions involving the personal data of customers are among the possible risks to take. Banks
customers who utilize online banking are prone to financial risks in addition to concerns relating
to personal data (Qi et al., 2020). Perpetrators of banking crimes impacted the use and users of
online banking. This typical criminal act referred to as "cyber crime," and involves the use of
sophisticated information technology and computers by offenders in the commission of crimes
including terrorism and money laundering. It is apparent that Indonesia is one of the countries
having been affected by the intensified cybercrimes. According to Danuri and Suharnawi (2017),
Indonesia becomes the world's top two significant targets of internet criminal assaults and is a
nation with the highest risk of information technology security attacks.

The Technology Acceptance Model (TAM) is a hypothesis about the usage of information
technology systems that is extremely influential and frequently used to explain why different
people accept the use of different I'T systems. The Theory of Reasoned Action (TRA) model,
which was created by Fishbein and Ajzen, is the theory of reasoned action that the TAM model is
based on (Jogivanto, 2007). This theory seeks to identify the behaviors that computer users exhibit.

According to Kamus Besar Bahasa Indonesia ( an Indonesian dictionary), method of use is a process
that involves the use of a certain thing. Internet banking is a bank feature added to the Banks
websites which functions not only to provide information about their products or services but also
to allow customers to access their accounts, transfer money, and buy financial products and
services online (online banking transactions). (Adiandari et al., 2020).McKeown defines

information technology as any technology used to produce, store, modify, or utilize information
in various forms. Information technology is a generic term that refers to any technology that aids
in the generation, manipulation, storage, communication, and/or transmission of information.
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Information and communication technology is sometimes defined as everything that facilitates the
collection, the processing, the retrieval, the transmission, the delivery, and the information
reception (Chen, 2022)

Internet banking is the only banking service that utilizes communication and information
technology, including mobile banking (transactions using a handphone), SMS banking, and

telephone banking (Ghelani et al., 2022). Consumer protection is a strategy used to build consumer
confidence and comfort while doing online transactions. Another viewpoint, however, holds that
all efforts made by specific financial institutions are directed toward protecting the interests of
their customers (Park & Kim, 2020).The following are the service facilities offered: Inter-account

transfers, domestic interbank transfers, and planned transfer lists are examples of fund transfers.
The payments for bills such as Telkom (Home Telephone Services) and CDMA phones, GSM
phones, internet, cable TV, credit cards, power, installments, insurance, education, airfare, and
other transactions ; purchases, such as credit for CDMA and GSM phones, tickets, and time
deposits; Account and credit card information which includes savings and current accounts,
balances, transaction history, a list of accounts, deposit accounts, loan accounts, and Visa card
information; Check status, SMS notification service, interest rate information, and exchange rate
information are a few examples of available service facilities (Zhai et al., 2019). According to

(Drew, 2020, Franji¢, 2020; Piasecki et al., 2021), "cybercrime" is any kind of computer networks

use for motives of crimes and/or high-tech crimes by abusing the ease of digital technology.
Cybercrime is a recent phenomenon in crime as a direct impact of the development of information
technology. Moreover, it is a type of crime related to the utilization of unlimited information
technology and has strong characteristics with technological engineering that relies on a high level
of security and credibility of information submitted and accessed by internet customers (Drew,
2020).

METHOD

When a survey for this study was conducted, it was reported by denpasarkota.go.id that there were
an estimation of 176,156 population living in Denpasar City . Using the accidental sampling
approach, 150 respondents made up the sample size. A quantitative data is employed and the
primary data served as the source of the study. The data collection method was through the
distribution of a questionnaire to the residents of South Denpasar, whereas the validity and the
reliability tests were conducted to determine whether or not the assertions on the questionnaire
were true. Furthermore, the classical assumption testing, the multiple linear regression analysis, the
coefficient of determination testing (R2), the F-testing, and t-testing are the analysis approaches.
Since the sig value for each variable in this study was less than 0,05, all variables were considered
valid, and passed the validity test. It may be deduced that this research instrument is dependable
and has passed the reliability test since the Cronbach's alpha value of all independent and
dependent variables is above 0,6.

The one-sample Kolmogorov-Smirnov test technique yielded a normality test result of 0,973 and
an Asym. Sig (2-tailed) of 0,300. The significance value of 0,300 > 0,05 (5%), indicates that the
data in this study are regularly distributed data, thus the conclusion drawn is that the data employed
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in the regression equation are normally distributed data. The independent variables for both
Internet Banking Users and Customer Protection of Internet Banking Facility Users had
significant values of 0,210 and 0,053, respectively, this is in line with the heteroscedasticity test. All
significant values of the variables exceed the level of significance, which is 5% (0,05). Therefore,
it may be stated that this regression model does not exhibit heteroscedasticity symptoms. The
tolerance value for the two independent variables is 0,994, which is more than or equal to 0,10,
and the VIF coefficient for the two independent variables is 1,006 (10). Hence, it can be concluded
that there are no multicollinearity issues with the regression equation used in this work.

RESULTS AND DISCUSSIONS

By assessing the coefficient of determination, I statistical value, and t statistical value, the model
feasibility test demonstrates the precision of the sample regression function in the calculation of
the accrual value. The adjusted R square is used to measure the coefficient of determination. The
following table shows the findings of the coefficient of determination analysis:

Table 1 Coefficient of Determination Test Results

Model R R Square Adjusted R Square Std.Error  of
the Estimate

1 0,783 0,769 0,754 2,5759

Source: Data processed (2023)

The Adjusted R Square (R? value of 0,754 demonstrates the variable contribution of Internet
Banking Users and Customer Protection of Internet Banking Facility Users. This indicates that the
variance in Internet Banking Users and Customer Protection of Internet Banking Facility Users
may account for 22,80% of the variation in cybercrime, while the remaining 77,20% is explained
by other factors and variables outside this study model.

Table 2 IF Test Results (Simultaneous test)

Model Sum of Squares df Mean F Sig
Square
Regression 204,537 2 104,312 14,415 0,000
Residual 624,126 147 5,621
Total 828,663 149

Source: Data processed (2023)

By comparing the significance threshold of 0,05, the F test is used. H1 is rejected if the probability
value is greater than 0,05 but acceptable if it is less than 0,05. The following table shows the
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outcomes of the I statistical test. The F-test value of 14,415 with a significance of 0,000 indicates
that the standard of financial reporting at LPDs in Denpasar City is concurrently influenced by
leadership ethics, supervisory body functions, work experience, and the degree of accounting
comprehension. When there are several independent variables and more than one dependent
variable in a regression equation, the term "multiple linear regression" is used. According to
(Sugiyono, 2017), this analytical method is utilized to ascertain the relationship between the

independent and dependent variables.

Table 3 Multiple Linear Regression Test Results

Model Non-standardized Standardized t Sig
Coefficients Coefficients
B Std Error Beta

Constant 6,734 2,924 1,827 0,000
Internet usage 0,023 0,038 0,202 2,413 0,009
Bangking

Custometr 0,325 0,065 0,440 5,223 0,000
Protection

Source: Data processed (2023)
Cyber Crime = 6,734 + 0,023 Internet usage Bangking + 0,325 Customer Protection + ei...... 1)
The impacts of Internet Banking Use on cybercrime in Denpasar Community

From the study findings, it is emphasized that the use of Internet banking has a substantial
favorable impact on cybercrime in Denpasar. This is demonstrated by the statistical analysis of
Internet banking usage, which has a coefficient value of 0,023 (positive) and a significant
probability value of 0,009 less than 0,05. Consequently, it may be said that H1 in this investigation
is accepted. The use of Internet banking has a substantial impact on cybercrime due to a number
of factors. Additionally, the increase of cybercrime in financial sectors occur, not only because of
the emergence of sophisticated apps but also because of the conventional and ineffective
transaction methods. Trenn utilizes the increased financial transactions, which contributes to an
increase in cybercrime in this sector (Okpa et al., 2020). Banking cybercrime has intensified

through the ever increasing use of complex applications. In addition, the massive use of mobile
wallets has an impact on the rising trend of using financial transactions features (Jameel & Alheety

2022)and this reflects customers' perceptions and behavioral intentions regarding mobile banking
usage. In 2022, the International Conference on Innovation and Intelligence for Informatics,
Computing, and Technologies (3ICT) IEEE highlighted such issues. Since payments may now be
done online through mobile banking, internet banking, and internet banking, payment transactions
that are conducted by the general public will no longer be carried out conventionally (Thirupathi
et al., 2019). Today, payments are mostly made online through ATMs, convenience shops that
accept such payments, mobile banking, internet banking, and ATMs (Yadav & Shaikh, 2023). The

323 | Ilomata International Journal of Management https:/ /www.ilomata.org/index.php/ijjm



https://www.ilomata.org/index.php/ijjm

Cyber Crime Use of Internet Banking in Denpasar City Community
Sukarnasih & Bhegawati

various payment options is a result of the increasing number of people utilizing mobile wallets.
Today, instead of going to certain public services to pay the bills and to purchase necessities,
people make payments online using the available payment facilities and providers. As a
consequence, cybercrimes will be detected as common and unavoidable occurrences. The findings
of this study emphasized that that there is a greater danger of crimes in financial institutions than
in other organizations (Akartuna et al., 2022). The more clients or customers access internet

banking services, the bigger the chances for cyber perpetrators to commit crimes . Given that the
current era is the digital era, a growing number of individuals are taking advantage of their
knowledge of technology, yet, others abusing it in various ways. The findings of H1 are consistent
with the number of earlier researches, including the studies conducted by (Ali, 2019) and (Abbas
et al., 2023).

The Impacts of Customer Protection For Internet Banking Users towards Cyber Crime in
the Community of Denpasar

Based on the findings, it can be concluded that cybercrime in Denpasar has been significantly and
positively impacted by the protection for the users of internet banking facility. This is
demonstrated by the statistical analysis of the Protection of Internet Banking Facility for the users,
which has a coefficient value of 0,325 and a significant probability value of 0,000 which is less than
0,05. As a result, it can be stated that H2 in this investigation is valid. Customers Protection on the
use of Internet Banking facility has a significant and positive Impact on Cybercrime. With the
increasing awareness from customers and the efforts from the banks to maintain the confidentiality
of any information pertaining to depositors and their savings, such crimes can be minimized. The
term "bank secrecy," which refers to all information pertaining to depositors and their deposits,
also covers all details pertaining to individuals and organizations that obtain the supply of services
and services in the transportation of money. The terms and conditions section with all the rights
and duties of the parties, primarily banks and consumers, and are legally competent to ensure the
complete security for the users of internet banking applications. The bank prioritizes the rights of
the bank and the duties of the customer rather than the rights of the customer and the obligations
of the bank itself in the explanation of these terms and conditions, which is a typical agreement
signed in by the business actor or bank (Shokuhi et al., 2019). It is crucial to further discuss about

customer protection in future studies, especially the legal protection as it is the right of customers
to have a sense of security from cybercrime threats, to ensure that there are no longer errors made
by both the customers and the bank, and so forth. Hence, the findings of H2 in this study are
consistent, and in line with the results from the earlier researches conducted by (Setiawati et al.,
2019) and (Hatta et al., 2018).

Furthermore, from the study findings, cybercrime in Denpasar is significantly reduced if customers
are protected when using internet banking services. This is demonstrated by statistical analysis with
a coefficient value of 14,415 and a significant probability value of 0,000 less than 0,05. Therefore,
it may be emphasized that H3 in this study is acknowledged. The use of Internet banking and the
customer protection for users of Internet banking facility have a positive impact on the reduced
cybercrime. In practice, cybercrime must be prevented by ensuring the safety and security of
transaction data against any intervention, tapping, or theft from anybody (Livanaarachchi et al.,
2021). It is also necessary to secure the data and information of bank clients who use internet
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banking services. If governed by rules or regulations, the protection of transaction data and
consumers will be more effective and the legal force can be set up clearer.

CONCLUSIONS

It can be inferred from this study that the protection towards the users of Internet banking has a
substantial impact on a reduced cybercrime in the Denpasar community. This is proven by the
findings of the data analysis and the results of the discussion. In fact, conventional ways of
purchasing and paying items have gradually been replaced by online transactions, be it via mobile
banking, internet banking, ATMs, and convenience stores with such facilities. Consequently, the
transactions triggers the prevalence of cybercrime. Cybercrime rates in Denpasar community has
gradually declined, and this can be realized since a better customer protection for users of internet
banking facilities is implemented. Moreover, the Bank secrecy that refers to all information
pertaining to depositors and their deposits as well as to individuals and companies that seek the
provision of services in the transportation of money should be well-maintained. In Denpasar
region itself, the use of Internet banking supported by the customer protection for the users has
significantly lowered the cybercrime rates. The success of cybercrime prevention can be supported
through the safety of bank transactions and the security from tampering, tapping, or theft. Hence,
Banks should ensure stricter supervision to combat cybercrime. To enhance the quality of future
research, it is also advised that study variables be added so as to address other issues of legal or
governmental protection, in addition to the security and consumer protection.
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